


Establishment of network metrics that are monitored
Ongoing security control assessments in accordance with Pomona College’s Continuous Vigilance
Program









THIRD PARTY VIGILANCE

Pomona College has developed a continuous vigilance strategy for third parties that is part of the

Pomona College Continuous Vigilance Program, and includes:

** Establishment of third-party metrics to be monitored

** Establishment of frequency of third-party and quarterly assessments for supporting such

monitoring

Ongoing security control assessments in accordance with Pomona College’s Continuous Vigilance

Program

Ongoing security status monitoring of defined metrics in accordance with Pomona College’s

Continuous Vigilance Program

** Correlation and analysis of security-related information gathered by assessments and monitoring

** Response actions to address results of the analyses of security-related information

** Reporting the security status of Pomona College and the Pomona College’s third parties to the
Security Official, or designee, on a monthly basis

Pomona College:

** Establishes third-party personnel security requirements that include roles and responsibilities

** Requires third-party providers to comply with Pomona College personnel security policies and
procedures

** Requires third-party providers to notify the Pomona College Security Official, or designee, of any
personnel transfers or terminations of third-party personnel who possess Pomona College
credentials and/or badges, or who have privileges to the Pomona College system

Pomona College:

** Requires that providers of external






Shares information obtained from the vulnerability scanning process and security control
assessments with the Claremont University Consortium to help eliminate similar vulnerabilities
in other systems

Employs vulnerability scanning tools that include the capability to readily update the system
vulnerabilities to be scanned

Updates the Pomona College system vulnerabilities scanned at least annually, prior to any new
scans, and when new vulnerabilities are identified or reported
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Reviews testing, training, and monitoring of plans consistency with the Pomona Colieéé risk
management strategy

DETECTION PROCESS RCollege risk



