











» Reviews and confirms ongoing operational need for current logical and physical access
authorizations to the Pomona College systems and facilities when individuals are reassigned or
transferred to other positions

» Initiates transfer within 24-hours following the formal transfer action

» Modifies access authorization as needed to correspond with any changes in operational need due
to reassignment or transfer

» Notifies the Security Official, or designee, within 48-hours

PASSWORDS

7

« Passwords are used to authenticate accounts, and should therefore only be known to the individual
whose identity is tied to the account. Individuals












» Pomona College documents the separation of duties of individuals
» Defines system access authorizations to support separation of duties




